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 _ 

DEFINITIONS 
 

The following definitions are to be used while reading the IDRBT CA CPS. The 

definitions are provided in alphabetical order. 

• “Act” means the Information Technology Act, 2000 

• "access" with its grammatical variations and cognate expressions means 

gaining entry into, instructing or communicating with the logical, 

arithmetical, or memory function resources of a computer, computer 

system or computer network 

• "affixing Digital Signature" with its grammatical variations and cognate 

expressions means adoption of any methodology or procedure by a person 

for the purpose of authenticating an electronic record by means of Digital 

Signature 

• “applicant” or “user” means a Digital Certificate applicant 

• “CA” refers to the Certifying Authority licensed by the Controller of 

Certifying Authorities. 

• “Controller” means Controller of Certifying Authorities appointed under 

subsection (1) of Section 17 of the Act 

• “Compromise” means a violation (or suspected violation) of a security 

policy, in which an unauthorized disclosure of or loss of control over 

sensitive information may have occurred 

• “CPS” means the IDRBT CA Certification Practice Statement 

• "Digital Signature" means authentication of any electronic record by a 

Subscriber by means of an electronic method or procedure. 

• “Digital Certificate” means Digital Certificate issued by IDRBT Certifying 

Authority 

• “Entity” refers to the users of the Digital Certificate 
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• “End Entity” refers to any entity who is the end user of IDRBT CA Digital 

Certificates 

• "key pair", in an asymmetric crypto system, means a private key and its 

mathematically related public key, which are so related that the public key 

can verify a Digital Signature created by the private key 

• "private key" means the key of a key pair used to create a Digital Signature 

• "public key" means the key of a key pair used to verify a Digital Signature 

and listed in the Digital Certificate 

• “Registration Authority” of “RA” means an entity trusted under IDRBT 

CA Hierarchy and has the right to verify the credentials of the 

applicant/subscriber before putting his digital signature and forwarding it 

to IDRBT CA for issuance of certificate. 

• "Subscriber" means a person in whose name the Digital Signature 

Certificate has been issued 

• “Subscriber identity verification method” means the method used to 

verify and authenticate the identity of a Subscriber. 

• “Superior Authority” or “SA” means an entity who is a bank officer 

having a valid digital certificate issued by IDRBT CA and who verifies the 

credentials of applicant/subscriber before putting his digital signature and 

forwarding it to IDRBT CA for issuance of certificate. 

• “suspect of compromise” means any compromise of the digital certificate 

or private key of a user reported explicitly to the IDRBT CA within a 

reasonable period of time. 

• “unverified information” means any information in a digital certificate 

which is not expressly/explicitly verified by IDRBT CA as per the IDRBT 

CA CPS, CA’s  Subscriber Agreement. 

• “verification of credentials” means the checking of the identification and 

supporting documents by the SA or RA as mentioned in the appropriate 



 

User CP Version 1.2, Copyright © IDRBT, 2004-2005 
IDRBTCA/DOC/CPO/1.2  

v

sections of this document before applying his digital signature on the 

certificate request. 

Note: Words and expressions used herein and not defined shall have the 

meaning respectively assigned to them in that context.
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LIST OF ACRONYMS AND ABBREVIATIONS 
 
CA Certifying Authority 
CPS Certification Practice Statement 
CRL Certificate Revocation List 
CSR Certificate Signing Request  
DN Distinguished Name 
HTTP Hypertext Transfer Protocol 
HTTPS Hypertext Transfer Protocol with SSL 
IDRBT Institute for Development and Research in Banking Technology 
IT Information Technology 
IT ACT The Information Technology Act, 2000 
LDAP Light weight Directory Access Protocol 
PIN Personal identification number 
PKCS Public-Key Cryptography Standard 
PKI Public Key Infrastructure 
RA Registration Authority 
SA Superior Authority 
S/MIME Secure Multipurpose Internet Mail extensions 
SSL Secure Sockets Layer 
URL Uniform Resource Locator 
X.509 The ITU-T standard for certificates and their corresponding 

authentication framework 
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1. INTRODUCTION 

1.1. Introduction 

The Institute for Development and Research in banking Technology (IDRBT) was 

setup by Reserve Bank of India (RBI) and is an autonomous body to carry out 

Research and Development in Banking Technology. IDRBT has established the 

Indian Financial Network (INFINET) based on VSAT and Leased Line Technologies. 

INFINET is a countrywide communication backbone for the Banks and Financial 

Institutions for payment system. 

IDRBT is the licensed Certifying Authority having obtained the license for operation 

from the Controller of Certifying Authorities (CCA), Ministry of Communication 

and Information Technology, Government of India.  IDRBT CA offers Certification 

Services for individuals from the public domain under IDRBT CA CPS.  

IDRBT CA Certification Services are designed to support secure electronic 

transactions, digital signatures and other general security requirements of users. To 

accomplish this, IDRBT CA serves as a Trusted Third Party (TTP), licensed by CCA, 

issuing, managing, renewing and revoking certificates in accordance with published 

practices. 

For more information refer the website: http://idrbtca.org.in/  

1.1.1. Purpose of User CP  

IDRBT CA Offline User Certification Practices (User CP) presents the practices in use 

by IDRBT CA, Registration Authority, Superior Authority and Subscribers taking 

part in the stipulation of IDRBT CA's Certification Services, in issuing and managing 

certificates and in sustaining a certificate-based Public Key Infrastructure (PKI). The 

CPS details the certification process, from commencement of CA operations and 

repository operations, to registering subscribers. This CP provides practices for 

issuing, managing, using, suspending, re-activating, and revoking of certificates.  


