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1. INTRODUCTION 

IDRBT is the licensed Certifying Authority having obtained the license for 

operation from the Controller of Certifying Authorities (CCA), Ministry of 

Communication and Information Technology, Government of India.  IDRBT 

CA offers Certification Services for individuals from the public domain under 

IDRBT CA CPS. 

Customers of Public sector banks, Private sector banks, Financial Institutions 

(FIs), Foreign banks recognized by Reserve Bank of India in the country and 

individuals recommended by Superior Authority can avail the certification 

services of IDRBT CA for obtaining digital certificate. Government of India 

and various State Governments as part of e-governance are initiating 

electronic transactions for their legacy applications, which will integrate 

Public Key Infrastructure (PKI). IDRBT CA will also issue digital certificates 

for those who will require digital certificate to participate in such government 

projects. 

At present Class 2 and Class 3 certificates with two years validity period are 

issued by IDRBT CA using Offline certificate management process as given 

below. (Please note that there is no change in online certificate process used 

by banks till now). On nearing the end of certificate validity period, IDRBT 

CA notifies the subscribers regarding the expiry of certificates. Subscribers 

should make new certificate request upon the expiry of the existing certificate, 

if required. 

NB: 

“Superior Authority” or “SA” means an entity who is a bank officer having a 

valid digital certificate issued by IDRBT CA and who verifies the credentials 
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of applicant/subscriber before putting his digital signature and forwarding it 

to IDRBT CA for issuance of certificate. 

“Registration Authority” of “RA” means an entity trusted under IDRBT CA 

Hierarchy and has the right to verify the credentials of the 

applicant/subscriber before putting his digital signature and forwarding it to 

IDRBT CA for issuance of certificate. 

2. CERTIFICATE APPLICATION PROCEDURE 

All offline certificate applicants/subscribers needing a certificate shall 

complete the following general procedures for each certificate application: 

• Generate a key pair  

• Protect the private key of this key pair from compromise 

• Submit a certificate request, which contains the public key of this pair, to 

IDRBT CA through Superior Authority or Registration Authority based on 

the class of certificate. 

2.1. Certificate Application Information and Communication 

Certificate application information and the documents to be furnished along 

with the application include the items listed in the following Table 1.   

Class of 
Certificate 

Information to be 
furnished in the 
application form 

Documents to be furnished 

Class 2 

Individuals: 
• Full Name 
• Address for 

communication 
• Sex 
• Date of Birth 
• Email Address 
• Identification 

details of either 
Passport, Voter’s 

Attested (officer in the bank branch) 
Photocopies of any of the documents  

• Passport 
• Voter’s ID Card 
• PAN Card 
• Driving License 
• Employee Identification Card 

issued by the Organisation (in 
case of employees of 
banks/FIs) 
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ID Card, Income 
Tax PAN Card, 
Driving License or 
Employee Photo 
ID Card 
containing staff 
code, PF No. etc. 

• Bank details 

+ 
Letter of the subscriber’s higher 
authority in the organization and 
letter from officer in the bank branch 
where he has account 

Class 3 

Individuals: 
Same as Class 2 

Original copies of any of the 
documents  

• Passport 
• Voter’s ID 
• PAN Card 
• Driving License 
• Employee Identification Card 

issued by the Organisation (in 
case of employees of 
banks/FIs) 

(to be furnished and physical 
presence before RA for personal 

verification) 
+ 

Letter of the subscriber’s higher 
authority in the organization and 
letter from officer in the bank branch 
where he has account 

Web Server Certificate: 
Same as Class 2 (details 
of the authorized 
representative), plus 
The URL to which the 
server authentication is 
needed.  

 

Same as those mentioned in Class 3 
Individual 

+ 
Details of the domain registration  
(to be furnished and physical 
presence before RA for personal 
verification) 

+ 
PKCS#10 format Certificate Request 
generated from the Server 
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Object Signing: 
Same as Class 2 
(details of the 
authorized 
representative 

 

Same as those mentioned in Class 3 
Individual 

+ 
Company/Firm details including: 

• Registration Number of the 
Company/Firm 

• Date of 
Incorporation/Agreement 

• Particulars of Business 
• Turnover in the last financial 

year 
 

Table 1: Required Certificate Request Application 

2.1.1. Signing Certificate 

1. The subscriber fills the application form for digital certificate as per the 

Annexure 1. 

2. Subscriber fills the subscriber agreement as Annexure 2 on Rs. 10/- 

non-judicial stamp paper. 

3. The application form should be attached with an attested copy of 

photo identification document as mentioned in Table 1. The document 

should be attested by the officer in the bank branch. 

4. The subscriber creates the certificate signing request (CSR) using the 

“Request Generation Tool” utility provided by IDRBT CA. The private 

key file will be stored in smart card, token, browser or hard disk. The 

following information will be required for creating request: 

• Common Name (Name as to be displayed in certificate) 

• Email address 

• Organisation or Company 

• Organisational Unit or Department 

• Locality or City 

• State 

• Country 
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5. In case of Class 2 certificates, Subscriber copies the CSR on media and 

submits the same along with the duly filled application form, 

identification and supporting documents if any, and subscriber 

agreement to the Superior Authority. The SA will check the 

identification and supporting document of the subscriber and will sign 

the application form by affixing his official stamp on the same. SA will 

digitally sign the certificate request using the utility given by IDRBT 

CA. 

6. In case of Class 3 certificate, subscriber physically presents before RA 

along with the CSR on media, duly filled application form, 

identification and supporting documents, and subscriber agreement. 

The RA will check the identification and supporting document of the 

subscriber and will sign the application form by affixing his official 

stamp on the same. RA will digitally sign the certificate request using 

the utility given by IDRBT CA.  

7. SA or RA as the case may be, then forwards the duly filled application 

form, subscriber agreement, identification and supporting document 

and soft copy of digitally signed certificate request in media by 

post/courier to IDRBT CA.  

8. IDRBT CA generates the certificate and sends by email to subscriber. 

9. Subscriber loads the certificate to smart card/token/browser/hard disk 

as per the procedure mentioned in Subscriber Manual. 

10. After getting certificate subscriber has to accept certificate as per 

Annexure 4 by signing on paper and faxing and couriering it to IDRBT 

CA.  

11. IDBRT CA publishes the certificate in LDAP repository. 

 

 



 

Copyright © IDRBT 2004                   7 

2.1.2. Encryption Certificate 

The subscriber should have signing certificate before getting encryption 

certificate. In case if he is applying along with the signing certificate request, 

he should load the signing certificate to smart card/token/browser/hard disk 

before loading encryption certificate.  

Note: Separate application form is not required to be submitted if the 

subscriber submits the signing and encryption requests together. If he is 

submitting it separately, he should follow steps 1 to step 3 as mentioned in 

previous section 1.2.1.1. 

1. The subscriber creates the certificate encryption request using the 

utility provided by IDRBT CA. The following information will be 

required for creating request: 

• Common Name (Name as to be displayed in certificate) 

• Email address  

• Organisation or Company 

• Organisational Unit or Department 

• Locality or City of domicile 

• State 

• Country 

2. In case of Class 2 certificates, Subscriber copies the encryption request 

on media and submits the same along with the duly filled application 

form, identification and supporting documents if any, and subscriber 

agreement to the Superior Authority. The SA will check the 

identification and supporting documents of the subscriber and will 

sign the application form by affixing his official stamp on the same. SA 

will digitally sign the certificate request using the utility given by 

IDRBT CA. 
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3. In case of Class 3 certificate, subscriber physically presents before RA 

along with the encryption request on media, duly filled application 

form, identification and supporting documents, and subscriber 

agreement. The RA will check the identification and supporting 

document of the subscriber and will sign the application form by 

affixing his official stamp on the same. RA will digitally sign the 

certificate request using the utility given by IDRBT CA.  

4. SA or RA as the case may be, then forwards the duly filled application 

form, subscriber agreement, identification and supporting document 

and soft copy of digitally signed certificate request in media by 

post/courier to IDRBT CA. 

5. IDRBT CA issues the encryption certificate and encrypts it with 

subscriber’s signing public key and e-mails it to subscriber. 

6. Subscriber uses the utility provided by IDRBT CA to load the 

certificate by decrypting with signing private key. 

7. After getting certificate subscriber has to accept certificate by signing 

on paper and faxing and couriering it to IDRBT CA. 

8. IDBRT CA publishes the certificate in LDAP repository. 

2.1.3. Web Server/Client/Object Signing Certificate 

1. The subscriber fills the application form for digital certificate as per the 

Annexure 1. 

2. Subscriber fills the subscriber agreement as Annexure 2 on Rs. 10/- 

non-judicial stamp paper. 

3. The application form should be attached with an attested copy of 

photo identification document of either Passport, Voter’s ID card, PAN 

Card or Driving License. The document should be attested by officer of 

the bank branch. 
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4. The subscriber creates the certificate signing request using the utility 

provided by application. 

5. Subscriber physically presents before RA along with the CSR on media, 

duly filled application form, identification and supporting documents, 

and subscriber agreement. The RA will check the identification and 

supporting documents of the subscriber and will sign the application 

form by affixing his official stamp on the same. RA will digitally sign 

the certificate request using the utility given by IDRBT CA.  

6. RA then forwards the duly filled application form, subscriber 

agreement, identification and supporting document and soft copy of 

digitally signed certificate request in media by post/courier to IDRBT 

CA. 

7. IDRBT CA generates the certificate and e-mails it to subscriber. 

8. Subscriber uses the utility provided by application to load the 

certificate. 

9. After getting certificate subscriber has to accept certificate by signing 

on paper and faxing & couriering it to IDRBT CA. 

10. IDBRT CA publishes the certificate in LDAP repository. 

3. COST OF DIGITAL CERTIFICATE 

The validity of the digital certificate will be for two years.  

The cost of Certificates is as given below: 

• Class 2 Certificate: Rs. 500/- for two years  

• Class 3 Certificate (Individual): Rs. 3,000/- for two years  

• Class 3 Certificate (Server/Webserver/Client/Object Signing):  

Rs. 10,000/- for one year or Rs. 20,000/- for two years 
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The certificate fee details are published in IDRBT CA’s website 

http://idrbtca.org.in/. Any changes in the certificate fees will be notified in the 

website.   

The cost must be borne by the Subscriber. The amount must be paid by means 

of Demand Draft taken in favour of IDRBT payable at Hyderabad.  

4. CERTIFICATE ACCEPTANCE 

IDRBT CA will provide an opportunity for the subscriber to verify the 

contents of the Digital Certificate before it is accepted. After getting certificate 

subscriber has to accept the certificate by signing Certificate Acceptance / 

Non-acceptance form as per Annexure 4 and send it to IDRBT CA by fax or 

post. The certificate will be published in IDBRT CA repository after the 

acceptance. 

5. DISTRIBUTION OF DIGITAL CERTIFICATE 

The digital certificate issued to Subscribers will be send by e-mail after 

issuance by IDRBT CA.  

6. REVOCATION OF DIGITAL CERTIFICATE 

A certificate shall be revoked when the information in the certificate is known 

to be, or suspected be, inaccurate or when the private key associated with the 

certificate is compromised or suspected to be compromised. This includes 

situations where: 

• The subscriber loses relevant privileges; 

• The information provided by the end entity is inaccurate, e.g. when 

the owner of an identity certificate change their name 

• Subscriber makes the request for the revocation 


