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ABSTRACT

Continuing advances in IT and its prominent role in commerce leads Financial
Institutions towards E-commerce. In thiswork we have defined E-commerce and tried to
identify the driving forces for the phenomenal growth of E-commerce globally. We also
discuss critical issues for E.commerce in the country and the role banks can play. We
also present initiatives taken by the Government and activities carried out by RBI and
IDRBT in this direction.

1 INTRODUCTION

Today “Electronic Commerce’ is a buzz word in dl the trade, industry and government
fora the world over. Some bdieve it is a mere hype created by some interested parties,
while most of the others bdieve it is a genuine phenomenon which is dradticdly
redefining not only the parameters of Technology and Trade as we know them, but dso
the very beds of our thinking and the way we lead our life The Phenomenon of
Electronic Commerce has permested into every agpect of our life today.

Electronic Commerce has been around for the last two decades in some form or the other,
but the new force that is driving Electronic Commerce is the Internet, which is
revolutionizing the way companies around the globe conduct busness Internet based
electronic commerce is playing a citicd role in addressng draegic, misson critica
business needs of the companies and hence the companies are making it an integrd part
of their busness drategies.
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According to a survey conducted by Nasscom, E-commerce transactions in the country
would grow phenomendly to Rs. 2500 crore in 2000-01 and to Rs. 10,000 crore in 2001-
02.  Globdly, according to a survey conducted by IDC, currently the eectronic
commerce over the Internet is some $26 billion, while it is expected to reach about $1
trillion by 2003-05.

These mind boggling, figures are auffident for any sane individud, even vagudy
connected to indudtry, trade or commerce, to underdand the potentiadly radicd influence
that E-commerce is having on human society.

All this is due to the Internet, a smple network of networks of computers across the
globe, linked through various means cable, sadlite, tdephone lines etc. based on the
TCP/IP protocol. This network has not only dtered the way we conduct trade and
commerce, but dso fundamentaly dtered the way we communicate, the way we live and
to some extent, the way we think.

In thiswork, we shdl briefly look at:

- Definition of dectronic commerce,

- Driversof éectronic commerce,

- Critica issues for dectronic commerce,

- Rodle of banksin dectronic commerce and

- IDRBT sactivities in the arena of dectronic commerce.

2. DEFINITION OF ELECTRONIC COMMERCE

Smply put, E-commerce is buying and sdling on dectronic networks, predominantly the
Internet.  This could involve trade of tangible goodgservices dmilar to traditiond
commerce, or intangible items like music, information and involving digita trandfer etc.

The World Trade Organization (WTO) diginguishes Sx man insruments of eectronic
commerce;

- TheTeephone,
- TheFax,
- TheTdevison,
- Electronic payment and money transfer systems,
- Electronic Data Interchange, and
The Internet

Though the telephone, fax, TV and EDI have been in exigence for some time, but when
people tdk of E-commerce, they usudly refer to Internet Business, wherein goods or
services are traded on the net.



Fundamentdly, there are two types of eectronic commerce —

1. Businessto Business dectronic commerce (B2B), and
2. Businessto Consumer eectronic commerce (B2C)

B2B E-commerce is today about 80% of totd E-commerce in the world, due to its
advantageslike:

reduced transaction cogis,

- improved product qudity,

- improved service,

- minimd investment for globa reech,
- reduced inventory costs etc.

B2C or retal E-commerce is nowhere near B2B in tems of Sze but it is growing
phenomendly as far as volumes are concerned. More and more people are teking to
shopping on the Internet due to the following factors:

- convenience,
- more choice,
- morerange,
- better prices, €tc.

In some societies where the information infrastructure is well developed, like the US and
some countries of South East Asa, B2C is a way of life. In other areas where the
information infrastructure is not fully developed, incuding most aess of Europe, Asa
(except UK and the Nordc countries like Sweden, Finland etc) and the entire African
and South American continents, B2C Ecommerce is yet to take off in a big way, though
smdl beginnings have been made.

3. DRIVERS OF EECOMMERCE

The following broad themes have been identified as the driving forces for the
phenomena growth of E-commerce globally:

Electronic Commerce is easy and affordable: E-commerce is easy and Internet access is
relatively affordable. A PC, modem, browser, and a phone line are dl that is needed to
log on. Moreover, Internet technologies are dso user-friendly. Point-and-dlick technology
makes for easy use of browsars and search engines, and websites themsdves are
generdly essy to enter and navigate.

Electronic Commerce transforms the market place: E-commerce will change the way
busness is conducted; treditiond intermediay functions will be replaced, new products
and markets will be developed, new and far closer rdationships will be created between
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busness and consumers. It will change the organization of work; new channds of
knowledge diffuson and human interactivity in the workplace will give more flexibility.
Adaptability will be neaded with worker’' s functions redefined and skills upgraded.

Electronic Commerce has a catalytic effect: E-commerce will serve to accderate and
diffuse more widdy, changes that are dready under way in the economy, such as the
rform of regulations, the edablishment of dectronic links between busnesses, the
globdization of the economy, and the demand for higher skilled workers. Likewise,
many sectord trends dready underway, such as dectronic banking, direct booking of
travel, and one-to-one marketing, will be accelerated.

Enhanced customer service: With enhanced customer service in mind, companies are
turning to the internet as a way not only to lower cods but dso to increase sarvice quality
levels. Internet based communication is seen as a way to drengthen busness
relationships with suppliers and customers, especidly in B-2-B E-commerce.

Electronic commerce over the Internet vastly increases interactivity in the economy:
These linkages now extend upto smdl busnesses and households and reach out to the
world a large. Access will shift away from the reatively expensve persona computers
to cheap and easy to use TVs and teephone devices People will increesngly have the
ability to communicate and transact busness anywhere, anytime. This will have a
profound impact on the erosion of economic and geographic boundaries.

Improved value chain management: Improved vaue chain management efforts have
soaked a need for collaborative sharing of informatiion about the supply and demand
chains of enterprises and their commerce partners.

Openness is the underlying technical and philosophical tenet of the expansion of E
commerce. The widespread adoption of the Internet as a platform for business is due to
its non-proprietary standards and open nature as wdl as to the huge indudry that has
evolved to support it. The economic power that sems from joining a huge network will
help to ensure that new dandards will remain open. Wha is more important, is that
openness has emerged as a drategy, with many of the most successful E-commerce
ventures granting busness partners and consumers unpardleed access to their inner
workings, databases, and personnd. This has led to a shift in the role of the consumers,
who ae increedngly implicaed as patnes in product desgn and credtion. An
expectation of openness is building on the pat of the consumergcitizens, which wil
cause trandformations, for better (increased trangparency and competition), or for worse
(potentid invasion of privacy).

Electronic commerce alters the relative importance of time: Many of the routines that
hep to define the “look and fed” of the economy and the society are a function of time.
Mass production is the fastet way of production a the lowest cod. E-commerce is
reducing the importance of time by speeding up production cycles, dlowing firms to
operate in close co-ordinaion and enabling consumers to conduct transactions around the



clock. As the role of time changes, so will the dructure of business and socid activities,
causing potentidly large impacts.

XRP-Electronic commerce eXtended ERP: Severd companies and inditutions have
instlled ERP in ther organizaions. Subdantid sums have been spent in this direction,
and they are eager to leverage these huge invesments. ERP is a driving force because it
provides opportunity to improve efficiency by integrating diverse gpplications,

The “Strrategic Focus Report on Retall Banking”, a publication on Banking Technology,
consders factors that must be looked at, for banks interested in E-commerce. It suggests
that apart from building an impressve webste, issues such as daff training © ensure that
a minimum, saff are more technicdly literate than the average e-Cugtomer, down to the
fact that every piece of marketing literature the bank has ever produced should carry its
web address.  In terms of technology, the report finds that future technologies such as
digital TV and smart cards represent an unforeseeable and thus opentended commitment.

The trend is towards endbling transactions onling, and this will accderate. Transactiond
sysems should link directly to consumer daa sysgems. E-commerce is dl about
leveraging the Internet throughout the entire vaue chain from the customer to the find
inter-bank tranders etc.  Thus it is a vishle expresson of the bank’'s &bility to offer
leading edge sarvice. Although for many banks an E-commerce operaion is currently a
net cost center, but the time is not far ahead when it will become a net profit center.

4. CRITICAL ISSUESFOR E-COMMERCE
There are issues, which are critica for E-commerce to develop. Although there are
ggnificant areas of overlap, they can be divided into three groups financid issues legd

issues and market access issues.

Financial |ssues

cusoms and taxation
electronic payments

L egal Issues

uniform commercia code
intellectua property protection

privacy

M ar ket Access | ssues

communications infrastructure
technical gandards
security



4.1 Financial | ssues

4.11. Customs and Taxation: Internet lacks the dear and fixed geographic lines of
trangt that hidoricdly have characterized the phydcd trade of goods. Thus while it
remans posshle to adminiger tariffs for products ordered over the Internet but ultimetey
deivered via surface or ar trangport, the Sructure of the Internet makes it difficult to do
0 when the product or service is ddivered dectronicaly. Neverthdess, many nations are
looking for new sources of revenue, and may seek to levy taiffs on globd dectronic
commerce.

The present taxation laws, bassd dther on busness connection or permanent
edablisment are difficult to goply as the physcd locaion of given transactions looses
its importance, meking it difficult to determine ther revenue jurisdiction.  Furthermore,
E-commerce through the Internet, by and large, results in a didinct change in the pattern
of intermediation by banks and other inditutions limiting the ability of authorities to rdy
on them to coallect withholding tax.

Taxes could be source-based or dedtination based. While source-based taxes gpplied to E
commerce have cler compliance and adminidrative cost advantages over dedtination-
based counterparts, problems of evason Hill remain. Specid types of taxaion such as the
“bit-tax” on daa transmisson have been proposed. However, tax adminidration would
need to drike a bdance between maximizing the potertid “effidency gans’ out of
technology and protecting the revenue base.

In Indian context, there has been no red effort to sl out a dear-cut taxation policy.
Though the WTO has ruled that there cannot be additiond taxation on E-commerce till
2001, this issue needs to be resolved for a hedthy growth of Ecommerce. Countries like
the US are aguing for a tax less Internet economy, but other countries like Audrdia,
India, etc. would like to impose some tariff on dectronic commerce. They argue that as
most of the Internet traffic is routed through the US, it has an unfar share of the
revenues.

4.1.2. Electronic Payment Systems. New technology has made it possible to pay for
goods and sarvices over the Internet. Some of the methods would link existing eectronic
banking and payment sysems, including credit and debit card networks, with new retal
interfaces via the Internet.  Electronic money, based on doredvaue, smart card, or other
technologies, is dso under devdopment. Subdtantid private sector investment and
competition is spurring an intense period of innovaion that should benefit consumers and
bus nesses wishing to engage in globd dectronic commerce.

At this ealy dage in the devdopment of dectronic payment sysems when the
environment is changing rapidly, it would be hard to deveop policy that is both timey
and agpopropriste. For thee reasons, inflexible and highly prescriptive  regulaions and
rules in the banking and financid sectors are ingppropriate and incompetent. Rather, in
the near term, case-by-case monitoring of eectronic payment experimentsis preferred.
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As dectronic payment sysems develop, governments should work dosdy with the
private sector to inform policy devdopment, and ensure that governmentd activities
flexibly accommodate the needs of the emerging marketplace.

The Vasudevan Committee on the Technologicad Upgradation of the Banking Sector
recommended that “ ---the RBI may promote amendment to the RBI Act 1934, and
assume the regulaiory and supervisory powers on payment and settlement systems.
Smultaneoudy, the RBI may promote a new legidation on Electronic Funds Transfer
(EFT), to fadlitate multiple payment sysems to be st up for banks and financid
inditutions”

The proposed IT Act deds with this wherein, in the Resarve Bank of India Act, 1934,
after Chapter 111C, the Chapter 11l D -of the IT Act 1999 is to be inserted, to ded with
eectronic fund trandfer systems. Natification of Regulaion for Electronic Fund Transfer
System is done under Section 58 of Reserve Bank of India Act, 1934 (2 of 1934).

4.2 Legal Issues

4.2.1. Uniform Commercial Code In generd, paties involved should be ale to do
busness with each other on the Internet under whatever terms and conditions they agree
upon.

To encourage eectronic commerce, the governments should support the development of
both a domedic and globa uniform commercid legd framework that recognizes,
fadlitates, and enforces dectronic transactions worldwide. Fully informed buyers and
slers could voluntarily agree to form a contract subject to this uniform legd framework,
jus as paties currently choose the body of law that will be used to interpret ther
contract.

The expandgon of globa dectronic commerce adso depends upon the paticipants ability
to achieve a reasonable degree of certainty regarding their exposure to ligbility for any
damage or injury that might result from their actions. Inconsgent locd laws, coupled
with uncertainties regarding jurisdiction, could subgtantidly increase litigation and create
unnecessary codts that ultimaidy will be born by consumers. All countries should work
cdosdy with other natiions to darify gpplicable jurisdictiond rules and to generdly favor
and enforce contract provisons that dlow paties to sdect subgantive rules governing
ligility.

Thus, the devdlopment of globd dectronic commerce provides an opportunity to cregte
legd rules that dlow busness and consumers to teke advantage of new technology to
greamline and automate functions now accomplished manudly.

In the Indian context, the current Indian laws require a quick change. It is high time that
we change the vintage Tdegrgph act of 1885, so that the Indian people and telecom
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companies can fredy bresthe the dectronic ar. It is dso essentid to introduce laws
agang computer crimes and such other cyber laws that would hedp to build the
Information Infrastructure of the country. The laws should dso congder the emerging use
of Electronic Data Interchange (EDI), Electronic Commerce, Electronic Funds Trandfer,
Electronic Cash, Copyright and Digitd Intellectua Property rights etc. For example, one
may require changing the Evidence Act to recognize Digitd dgnatures. Changes in
Evidence Act, 1872; Indian Pend Code 1860; and Indian Patents Act Generd
Clauses/Act should be undertaken to recognize emerging technologies, keeping in view
the fallowing:

Prevention of computer crimes

Digita Sgnatures especidly asrdated to Electronic Funds Transfer

Copyright and Digitd Intelectua Property Rights especidly with regard to
Internet and World Wide Web

Electronic Governance

Computerization of Land Records

Ba Coding of dl consumer goods and rdated amendments in the Weights and
Measures Act

Cryptography and Encryption
Privacy of data

The IT Act 1999 seeks to address some of these issues, reated especidly to cyber crimes
and digitd Sgnatures, but severd issues are dlill left un-addressed.

For activities like E-commerce, digitd economy, soread of Internet, new laws to be
crested & WTO could have wider impact on our economy. India needs to understand
these laws quickly, create nationd debates and get favorable response a WTO. The
Savices component of the IT industry is a drong aea of <kill in the context of
demondrated Indian competency. This is a subject of intense debate in the GATS forum
and hence suitable laws and practices need to be put in place s0 as to maximize benefits
for Indian skillsand avoid pitfdlsin Internationd policy metters on theissue.

4.2.2. Intellectual Property Protection: Commerce on the Internet often will involve the
sde and licenang of intdlectud property. To promote this commerce, sdlers must know
that ther intdlectud property will not be solen and buyers must know that they are
obtaining authentic products.

Internationd  agreements that edablish cdear and effective copyright, patent, and
trademark protection ae therefore necessyty to prevent piracy and fraud. While
technology, such as encryption, can hdp to combat piracy, an adequate and effective
legd framework is dso necessary to deter fraud and theft of intdlectud property, and to
provide effective legd recourse when these crimes occur. Increased public education
about intdlectud propety in the informatiion age will dso contribute to the successful
implementation and growth of the Globa Information Infrastructure.
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In Indig, the IPR Cdl in MIT (earlier DOE) is a facilitator for creation, ownership and
protection of IPR in Electronics & Information Technology. This IPR Cdl has initiated a
proect on devdopment of Electronic Copyrignt Management Sysem for Indian
environment. Market oriented consensus based gpproach is being followed so tha the
developed technology meets the requirements. Accordingly a feeshility sudy report is
being prepared in the firgt phase, before taking up the development in the second phase.

4.2.3. Privacy: Privacy concerns are being raised in many countries around the world,
and some countries have enacted laws implemented indusry sdf-regulaion, or indituted
adminigrative solutions designed to safeguard their citizens privacy. Disparate policies
could emerge that might disrupt trans-border data flows. To ensure that differing privacy
policdes aound the world do not impede the flow of data on the Internet, trading partners
and policymekers from various countries should discuss and try to build support for
industry-devel oped solutions to privacy problems.

The GII (Globa Information Infrastructure) fecilitates the cdlection, reuse, and
indantaneous  tranamissons of information.  If this is not managed carefully, it can
diminish persond privacy and people may fed uncomfortable doing busness in the
networked environment. Commerce on the Gl will thrive only if the privacy rights of
individuds are baanced with the benefits associated with the free flow of information.
Technology will offer solutions to many privacy concens in the online environment,
induding the gopropriate use of anonymity. The god is to find a way to bdance the
competing vaues of pesond privacy and the free flow of information in a digitd
democrdtic society.

The scenario in the country is in the devdopment sage. Few organizations particularly in
the defense sector ae engaged exclusvedy for the development of cryptography
techniques, protocols and the products to enable privacy and security. IDRBT is dso
working on solutions required by the Banking and Financid Sector of the country.

Depatment of Teecommunications does not permit the encrypted sgnd on ther
network and this is one of the reasons why extensve deveopment in this area has not
taken place. Secondly, the cryptographic products worldwide are licensed items and the
license to the country is not eesly avalable for products of key length of more than 56
bits. Indian indudry largdy assembles PCs and therefore the cryptographic product has
been limited to the PC maket whereas higher end sysems are not produced in the
country and therefore the progress of the work in this direction is dow, as the know-how
of the system is generdly not available.

4.3. Market Access | ssues

431 Tedecommunications Infrastructure and Information Technology: Globd
electronic commerce depends upon a modern, seamless, globd tdecommunications
network and upon the computers and information gppliances that connect to it
Unfortunatdy, in many ocountries induding ours tdecommunications policies ae
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hindering the devdopment of advanced digitd networks Cusomes find tha
telecommunications sarvices often are too expensve, bandwidth is limited, and services
for misson and time critical gpplications are unavalable or unreigble Likewise, many
countries maintain trade bariers for imported information technology, meking it hard far
both merchants and customers to purchase the computers and information systems they
need to participate in eectronic commerce.

There are various condraints in the present network that may impede the evolution of
sarvices requiring higher bandwidth. The god should be to ensure that online service
providers can reach end-usars on reasonable and nondiscriminatory terms and conditions.
Genuine maket  opening will leed to increesed  competition,  improved
telecommunications infrastructures, more customer choice, lower prices and increased
and improved services.

Interface: The issue is the extent to which the rdaive complexity of getting on, and
usng, the Internet acts as a deterent to many consumers. A critical and frequently
underestimated factor in consumer purchasng decisons is "ease of buying'. Currently,
the buying interface over the Internet is discouraging to most consumers.  The interface
metrics of a TV dyle device (turn it on and change channels) are easer to use as
compared to exiging computers.

Ancther important interface aspect is that the Internet's reliance on representation (both
visud and auditory) of goods and sarvices offered for sde is somewhat smilar to mall
order catdogue shopping. While such shopping has dgnificant advatages for sdlers, in
reduction of trangport and dorage cods a posshbly highrent locations, the benefits for
buyers are much less marked.

Bandwidth: In smple terms, bandwidth is the carrying capacity of a network, or how
much data can be trandferred in a given time. The importance of bandwidth is that it
determines the extent to which Internet delivery of digita products is feesible. Immediate
ddivery via the Internet may be more aitractive to consumers than deferred ddivery via
the ordinay mal sysem. In addition, certan kinds of entertainment, which gpped to
consumers, rely on higher bandwidth.

Infrastructureissuesto be consdered for bandwidth are: -

Leased lines,

Locd loops pricing,

| nterconnection,

Attaching equipment to the network,
Multimedia over Internet.

o 0PN P

In addition, countries have different levels of tdecommunicaions infrastructure, which
may hinder the globd provison and use of some Internet-based services.
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India has dso recognized this agent of Technologicd Change as a key source of
indudtrid competitiveness and economic growth. It has redized that in times to come,
progress in informaion technology would have the grestest influence on the globd
economy, making it possble to collect, process and trangmit information a lightning
goeed a lessr cod, thereby increasng productivity, returns on capitd, qudity and
efficdency in dl sectors of the economy. The Indian IT indusry would be worth a lesst
US $ 120 hbillion by the year 2010, which could indude a US $ 80 hillion of software
industry and US $ 40 billion of other IT industry.

In order to achieve the above target, thrust should be accorded to many aress including
devdopment of infrastructure, manpower development, education, software exports,
employment, low-cos computers, chip manufacturing, internet  proliferation, new
legidation and quick response to convergence of technologies.

The last few years have witnessed a lage amount of liberdization in government
procedures and policies. This has aitracted a large number of companies from oversess as
well as India to set up operaions in country. However, growth and deveopment of
infragtructure has not kept pace with the growth of the industry and for this every Indian
date should have its own Silicon Valey. Such a move would reguire policy motivetion as
well as creation of Slicon infrasructure around the exiging and new universties and
devdopment of intenationd and domedic ar links. This essentidly means that a
Software Super-Corridor be set up across the country and for this IT would need to be
declared as an Infragtructure Industry, with focus on:

Physicd designing of IT infrastructure:

Ingtitutional Framework

Internet proliferation and development of India as mgor internet hub
Human resource development

Hardware devel opment

ok~ w NP

Supporting the broadest possble free flow of informaion across internationa borders is
essentid. This indudes mogst informationa materid now accessble and  tranamitted
through the Internet, induding World Wide Web pages, news and other information
savices, virtud shopping mdls and entetanment feaures, such as audio, video
products, and the ats This principle extends to informaion crested by commercid
enterprises aswell as by schoals, libraries, governments and other nonprofit entities.

In order to redize the commercid and cultura potentia of the Internet, consumers must
have confidence that the goods and sarvices offered are fairly represented, that they will
get what they pay for, and that recourse or redress will be avalable if they do not. This is
an areawhere government’ s gppropriate action is required.

The most important aspect is Internet content development in the country. i.e. to bring
Internet traffic to Indian web Stes which are focussed on our culture, heritage etc. This
can be of immense use to spread the message of our culture and heritage to Indians and
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others dl over the world. Therefore, policy initiative should be teken for the proliferation
of Internet and devdopment of Indian content in the INTERNET while ensuring adequate
regulation on the type of content.

4.3.2. Technical Standards. Standards are critica to the long-term commercid success
of the Internet as they not only dlow products and services from different vendors to
work together, but aso encourage competition and reduce uncertainty in the globd
maketplace. Premature dandardization, however, can "lock in" outdated technology.
Standards can dso be employed as de facto non-tariff trade bariers to "lock out” non
indigenous businesses from a particular nationa market.

To ensure the growth of globa eectronic commerce over the Internet, standards will be
needed to assure rdiability, interoperability, ease of use and scalability in areas such as:

eectronic payments,

security  (confidentidity, authentication, data integrity, access control, non-
repudiation);

security services infradtructure (e.g., public key certificate authorities);

€electronic copyright management systems,

video and tele-conferencing;

high-speed  network  technologies (eg., Asynchronous Trander  Mode,
Synchronous Digitd  Hierarchy); and

digitd object and data interchange.

In the current context, countries like USA and EU create standards for E-commerce,
which devdoping countries like India have to respond. It is important for India to
devdop our own dandards in line with our busness modds ye compaible with
internationa standards.

All the aove isues highlighted are criticd to have an effective framework for
eectronic commerce to thrive. The success of eectronic commerce will require an
effective partnership between the private and public sectors avoiding the contradictions
and confusons tha can sometimes aise when different agencies individudly operae
without coordination.

There is a great opportunity for commerciad activity on the Internet. If the private sector
and governments act in close coordingtion, this opportunity can be redized for the benefit
of dl people bringing India out from its perpetud state of hibernation- as a nation that
adways had the potentid to rise up but never did - to a well-developed country, which can
effectively take care of al sections of peopleresdinginit.

4.3.3. Security: If Internet users do not have confidence that their communications and
data are safe from unauthorized access or modification, they will be unlikely to use the
Internet on aroutine basis for commerce. So the requirements are:
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secure and reiable td ecommunications networks;

effective means for protecting the infomaion systems attached to those
networks;

effective means for authenticating and ensuring confidentidity of dectronic
information to protect data from unauthorized use; and

users who understand how to protect their syssems and their data.

There is no gngle "magic’ technology or technique that can ensure security and
religbility. Accomplishing that goa requires a range of technologies (encryption,
authentication, password controls, firewals, eic) and effective, conssent use of those
technologies, dl supported globdly by trusworthy key and security management
infrastructures.

A beginning has been made in the use Electronic Commerce (EC) and Electronic Data
Interchange (EDI) by a number of agencies in the country. The EC and EDI would
involve communication of information pertaning to trade, finance and would result in
transaction between private and public sector, in both domedic and internationd
communities. It is expected tha by the turn of the century, there will be ggnificant
growth in the use of EDI both in the country and around the world. The success and
growth of EC and EDI, however, would depend upon how the issues concerning legd
(such as tampering with data, message etc.), security and performance of hardware,
software and communication ae reolved. Therefore, as dependence on computer
technology grows in the country, it is important to plan for security, examine the issues
and promote crime prevention programs on a nationd levd. As mentioned ealier,
adequate laws in this regard need to be framed and enacted.

Legidation is to be enacted that would facilitate development of voluntary key
management infragtructures and would govern the release of recovery information to law
enforcement officials pursuant to lawful authority.

In addition to use of laws as a preventive measure, it is necessry to develop
concepts/guiddines and manuas for computer security and implement the guiddines in a
serious manner a dl levels and within different types of entities and organizations. Such
guiddinesmanuds are fundamentdly important and hold grester prospects of success
than to enact new laws for protection.

5. ROLE OF BANKSIN ELECTRONIC COMMERCE

Electronic banking is one of the truly widespread avaiars of E-commerce the world over.
One of the benefits of e-banking is that it dlows the cusomers to ded with monetary
transactions without being physicaly present at the bank.
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There are three modes of e-banking:

ATM networks,
Internet Banking — transferring transactions on the internet,

Smart cards — where Internet banking is taken further with a swipe of the smart
card taking care of security in the transactions and diminating physical processes.

Some of the world's leading banks are investing heavily in e-banking services. Citibank
is conddered to be the leader in e-banking. But, globdly, as per a survey conducted by
Erng & Young (www.ey.uk) many banks are adso blindly invesing huge sums with no
clear judtification for their moves.

In India though severd banks have ATM fadility, only four banks have e-banking
fadlity: ICICI Bank, CitiBank, Indusind Bank, and Times Bank. However, others like
Globa Trus Bank and IDBI Bank are quickly setting up the required facilities. They
offer a range of sarvices including ATM, Dehit cads, fund trandfers etc. through
electronic channds.

Banks need to buck up and absorb the technology fast as edimates go, about 20-30 cents
per dollar of E-commerce transactions are income to banks. Going by Nasscom's

estimates of E-commerce in India, this would mean about Rs. 3000 crore of income for
banks by 2001-02.

6. IDRBT'SACTIVITIESIN THE ARENA OF E-COMMERCE

A capable and fully automated banking infragtructure is an absolute requirement for
hedthy E-commerce. Among the various other technologicd needs of the Banking and
Financid sector, this was one of the gods for which IDRBT was st up by the Reserve
Bank of India -- to act as a think tank for the Promotion of Technology solutions. The
Indtitute has dready undertaken severd research projects in the area of Computer Based
Traning, Digtd Cetificde Management, Data Mining, Andyss of Credit Cad
Transactions etc.

Work is dso going on various aspects rdated to E-commerce. The Inditute is working
on a sponored project from Minigry of Information Technology, dong with CMC
Limited on “Technologies for E-commerce’. Under this project, IDRBT will procure and
devedop various tools that will endble quicker building of E-commerce applications in the
country. The project envisages credtion of a test bed for Internet security and Internet
commerce. By devedoping tools, building prototypes and fiedd implementing gpplications
the test bed will be used for E-commerce.

IDRBT is in the process of establishing a “Center of Secure Technologies’. This center
will sudy the existing Public Key Infradructure and procure/develop necessary software
tools. It will hdp in seting up Public Key Infragtructure. The center will dso take up
Rescarch & Development and Consultancy on Security Systems, Security Standards and
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Electronic Payment Systems gpecific to the Indian environment, and will dso assg in
investigation of Cyber crimes.

IDRBT was dso involved in a project with [ITB, Mumba and other Inditutions to
devdop a SMART cad solution that can be used in India The outcome of this pilot
project is smat cad dandards, which has been submitted to RBI for consderation as
nationa sandard. This Project is of great importance because Security Vdidation ad
Authentication will become easy once this Cad is opeationd. Snce individud
computers are expected to have Smart card readers in the near future, this opens a vast
range of opportunities to the Banking and Business segments.

7. CONCLUSION

In the pod liberdization era, competition and changes in technology and lifestyles have
changed the face of banking but we in India have a long way to go, before it can clam its
rightful place in the world. On its part, the government has taken many good firs steps
in setting up the IT Task Force, the Group on Telecom (GoT) and various committees to
look into different IT related issues. A draft New Telecom Policy 1999 (NTP-99) was put
up on the Internet for discusson in January 1999. The Union Cabing subsequently
goproved this on Mach 26, 1999. There is dso a lot of interaction with the Indian
Diaspora in the Wed, to find 'India specific solutions in merging and exploiting
information and its reaed technologies into the maindream of life in India  With
traditiond branch based banking on the decline in mgor metros on one sSde, and banking
yet to reech some remote corners of the country ill, banks have an unprecedented
diversty in the chdlenge to provide better service to maximum number of people.
Electronic commerce is a ddivery channd that can hep banks to overcome severd
limitationsin terms of “Reach” and “Range’ of services.

More dgnificant than the vadue of the actud transactions, is the value of the savings and
dternate modes of earnings spawned by the Internet. Also dgnificant is the rapid rate a
which these dternate avenues are growing.

India is on the threshold of an information revolution. It is well poised to be an economic
uperpower in the 21¢ century due to the avalability of top notch taent in Information
Technology, a thriving democracy with minimum censorship on the use of information
and communication technologies and the widespread use of the English language. There
isaview that, 'Information Technology isto India, whet ail isto the Gulf'.

There ae 122 ISP license holders in India offering more than 250,000 Internet
connection, and an estimated 20,00,000 people have access to the Interndt.

The government has findly liberdised the ISP Policy. There is negligible censorship on
the Internet and an abundance of top-notch taent in India VSNL has dso commissioned
a larger bandwidth for Internet services in India and has darted leesing lines to privae
| SPs.
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In order to build confidence of the common man, in dectronic commerce transactions
over the net it is necessary to have a legd framework supporting Digitd transactions, in
place. Without these safeguards, transactions over the Net are not secure. It is heartening
to note that the Indian parliament is working on passng these cyber laws. Once cyber
lavs are in place and busness over the Net tekes off, India will be in an excdlent
position to be an Adan Internet superpower.

Many important steps need to be taken if India is to make full use of the opportunities
throvn up by the informaion revolution. Information infragtructure needs to be put in
place, cyber laws which will legdize the transaction of money over the Internet need to
be enacted and information security needs to be ensured to guard againg the negative
effects of the information revolution. Efforts have to be made to ensure optimum
utilization of information technologies and to encourage finandd  inditutions
multinationa  corporations and entrepreneurs to put theér money in  building this
information infragructure and resolving dl pending disputes like the sharing of the
frequency spectrum, the license fee tangle etc.

The €dectronic commerce environment in India is couded. There ae a lot of players
daming to be into E-commerce and severd others waiting in the wings. Till the early
90s , we in India had been cribbing about the dosed economy. But the initid kick-gtart in
the early 90's has managed to keep the economic reforms going till date. The Internet
Connectivity and Electronic commerce scenario is somewhat smilar. There is a plethora
of problems and difficulties and a hogt of issues that Hill need to be addressed and once
the Government takes a clear and well defined stand, then things will fal in place.

The Policy makers, Government, and Public Sector entities like the DoT and VSNL have
yet to redly take the legp forward — to integrate our economy with the digitd economy.
However, on the other extreme are working examples that prove that things can be done —
and donewdl, if desired.

The Indian Customs Depatment has taken a pioneering dsep towards eectronic
commerce in Internationa trade. Indian Customs EDI System (ICES) was the name given
to the project. It is a system to integrate EDI gpplicaions into the custams procedures and
bring in an environment of participation and co-operation of dl the agencies and partners
who have a role to play in the internationd movement of goods, containers and
passengers.

The other agencies involved in the cusoms clearance through NICNET vaue added
networks are:

- Directorate Generd of Foreign Trade (DGFT); for processng import/export
licensces

- Baks for introducing EDI into normd Banking transactions like Duty payment
etc.

- Internationd Airport Authority of Indig;
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- Appard Export Promotion Agency and other Quota agencies,
- RBI

- Port Authorities

- Container Corporation of India,

- Ralwaysand

- Other trade related agencies like ECGC etc.

The ICES has been extended since January 1997 to twenty nine centers. By the end of the
year 2000, it is proposed to dat EDI opedions & adl mgor portdarportsiniand
container depots and land customs dations, recognizing the importance of dectronic
commerce, dueto its cost effectiveness.

A supporting framework in terms of Laws, Regulations and Policies is sordy inadequeate.
But the IT Bill =199 is a comprehendve gep in this direction; once the Bill is deared by

the Parliament, we have a Cyber law framework in place. This is expected to give E-
commerce in Indiaa much needed boost.

The rdevant Acts like The Indian Evidence Act, the Indian Pena Code, Customs Act,
The Banker's Book Evidence Act, eic. will have to be amended. The Minigry of
Commerce had st up an expert group to examine the commercid laws and to draft
E-commerce Laws. The RBI has dso set up an expert committee (The Shere Committee)
to dudy the legd issues reaed to the introduction of EFT in our country. It has
recommended both short and long-term measures teking into account the legd and
technology postion of India. The recommendations include:

- Introduction of EFT through the regulations to be made by the Centrad Board of
the Reserve Bank u/s 58 of the RBI Act, 1934.

- The modd cugomer contract, which will govern the banker — customer
relaionship in regard to EFT.

- Amendment of the RBI Act by introduction of a separate chapter deding with
EFT systems and power to RBI to draft necessary regulations.

- Enactment of the EFT Act.

- Amendment to the Banker’ s Book Evidence Act. 1891.

Infrastructure - rather the lack of it - is a mgor bottleneck. The Telecom policy —1999
and the recent ISP Policy are mgor steps towards meeting the needs of the required
Nationd Information Infrastructure (NII) for E-commerce.

Hence with an open, absorptive and dynamic e-endbled Banking sector, a proactive

government and appropriate initiatives from various indugry players, India can soon
acquireitsrightful placein the globd E-commerce scenario.
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